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ARTICLE INFO ABSTRACT

Article history: Distributed Denial of Service (DDoS) attack israwgng issue in the Information Age.
Received 3 March 2016 Following the rise of IPv6 and Internet of ThindsT), these attacks are undeniably
Accepted 2 May 2016 becoming more abusive. Relatively, Domain Namee&y«DNS) amplification attack
published 26 May 2016 is one of the biggest DDoS to date. The attackrémyes the fact that a single DNS

request (small investment) can generate large B¥$fonses (amplified returns). This
paper reviewed existing countermeasures and itdcielefies against DNS

Keywords: amplification attack that eventually lead to theaef flow-based analysis as detection
DNS Amplification Attack; Flow- approach. This paper discussed related works ab awel pointed out possible
Based Analysis; SDN; Flexible Flow; directions in further research with emphasis on application of Software-Defined
RRL Networking (SDN) for mitigation purpose. Technigalihe refinements focused on the

utilization of flexible flow, immediate cache, ertited flow values involving DNS
attributes, and client-side Response Rate Limi{iRRL) practice. Both flow-based
analysis and SDN are expected to play an increlysimgjor role in today's rapid
networks.

INTRODUCTION

High availability plays a vital role in the Infoation Age. Ensuring availability involves the pretien
against network threats that could lead to unaliity, such as DDoS (Bhuyaet al., 2014). DDoS is a type of
cyber-attack that aims to disrupt network servidd®e attack typically works by flooding a targetthvbogus
network traffic thru various ways to overwhelm iiesources and consequently causing cascadingefilén
attacker usually controls a group of computers) &lsown as botnets or zombies, to distribute theckt The
motives may range from hacktivism, vandalism, jditagenda or personal vendetta, and the imptinatmay
range from a nuisance to tons of money in lost mage(Bhuyanet al., 2014). A reflected DDoS is more
detrimental because the attack is more distribatetl mostly involves servers (amplifiers) that aapable of
sending amplified responses. On March 18 2013 (Aastppoulo%t al., 2013), a cyber-attack caused by DNS
amplification has resulted in what many securitperks are calling one of the largest reflected DBoSar.
The attack works by distributing spoofed DNS redgiés numerous open resolvers. An open resohamslS
server that recursively replies to random DNS gsffom anyone all over the cyberspace. Due tofsmno
these servers then would assume as if the DNS sexjuweere sent from the intended target and all DNS
responses are redirected to that target insteadHige 1). The attack takes advantage of the cistante that a
small DNS query can cause amplified DNS replieserehAmplification Factor (AF) is defined as: respen
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size / request size. Average DNS sessions roughighie a 40 bytes request and a 512 bytes respdhse.
alone yields an AF of 12.8. In relation, DNS SeguExtensions (DNSSEC) attempts to ensure datgriityeby
adding cryptographic signatures into DNS responkes,it also inadvertently creates larger messagash
contribute to the AF of 100 or more (van RijswijlkeiDet al., 2014). Conventionally, a solid DDoS attack
demands an excessive use of botnets. It takesaidesffort to set up a botnet, and money to reet dius,
attackers are in favor of reflected DDoS as sulist Since open resolvers naturally have compaigthigh
bandwidth (up to 10Gbps) to handle manifold recgjestey have no problem pumping out loads of taffi
Technically, there are various types of amplificatattacks involving different kinds of protocotsjt DNS
amplification is the most widely used because ®fdéadily available exploit and ease of executgae (Fig. 2).
Cisco (2014) highlighted that DNS amplificationaatt remains a concern in 2015.
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Fig. 1: Theoretical concept of DNS amplification attack.
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Fig. 2: Protocols used for amplification (Ansteteal., 2014).

Countermeasure:
A. Key Countermeasure:

DNS amplification attack was preliminary reportegl Vaughn and Evron (2006), and has gained much
attraction ever since. US-CERT (2013) stated thatet are two main solutions for DNS amplificatidtaek.
First option; ISP should implement packet filteripglicies (BCP38) to check the validity of IP adshes
(Damas and Neves, 2008). However, BCP38 is demgnutindeal with and suffers from lack of global
participation since the implementation cost excatdbenefit. A large number of ISP customers meatmsge
number of separate filters must be created, maiethi and updated, all of which pose the risk of
misconfigurations (Wheeler, 2010). Second optiespnfigure preexisting open resolvers or amplifigtsdaib
and Hudaib, 2014). Open Resolver Project (2015¢o¢sred about 28 million publicly exploitable DNS
servers, and to reconfigure each of them would kerg time-consuming procedure as the numbersomily
continue to rise since recursions are enabled fguttan the deployment of new DNS servers. Likeayimost
DNS providers manage their capacities by addingeni2XS servers and/or bandwidth as well (Silva, 2014
Furthermore, the impending growth of 10T would wesrghe scenario due to the increasing need foalsieal
DNS services in the 10T architecture (Muncastef,2McMillan, 2015).

B. Conventional Countermeasure:

Conventional countermeasures like Firewall and tR&stly rely upon predetermined attack patterns or
malicious contents (Bauer and Adams, 2012). Thiwdwer does not apply to protocols like DNS since it
transparently involves legitimate traffic. Moreoyvétese methods cannot act as the first line oérd&f since
they are often deployed deeper in a network hibsar€hey also do not scale well due to their statdésign,
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where each packet is compared against the state ftabdeep packet inspection (Sheth and Thakk@t3p
Hence, the approach would not be able to keep uph mspecting all data at high throughput levels.
Overprovisioning (Silva, 2014) is another convendbcountermeasure to protect against DDoS attdckan

be as simple as deploying more servers to suppash fcrowd and absorb attack traffic. Nonetheless,
overprovisioning also means more resources to tparad manage the substructure; a big capitalyuiliathe
end of the day, it is fairly equivalent to creatimgre targets (Bhuyaet al., 2014).

C. Alternative Countermeasure:

Conservatively, both Kambouralésal. (2008) and Suet al. (2008) built a low-cost hardware solution to
protect against amplification attacks, but sincis ihardware-based, it is unfeasible for updatesamgressive
expansion. Vixie and Schryver (2012) described ausao blunt the impact of amplification by limigrthe
rate of DNS responses sent by a DNS server. Tlaulieonfiguration is five identical responses gecond for
a single DNS client/block of network address. Ethe, client will be ignored for a default of five@nds. The
effectiveness of this method is questionable stheeattacker might be able to avoid it by distribgtthe attack
over a large number of DNS servers while stayingeunthe limits of each server. Donnerhacke (2012)
advocated a slightly similar way by dampening tite of DNS queries received on a DNS server. Téa isl to
collect penalty points per requester, where eadhtps based on the query type. When the same qisery
repeated, additional points per repeat count apéieay and if the accumulated points reach a lidéimpening
is activated. The downside of it is high chancemjudgments, where the dampened traffic mighielé. Ye
and Ye (2013) presented a detection scheme baskRiTaarf tool to differentiate between benign andionaus
DNS traffic. Lexis (2013) developed a visualizatitool to identify strange activities in DNS queriaad
responses. All of these measures however werecapjdi to DNS servers rather than on targeted eliélrite
same goes for a BCP38-like solution cited by Anagmmouloset al. (2013), which involves policies to spot
forged DNS requests, but mandates wide scale dewol between open resolvers. Another server-centric
solution is provided by Dolmans (2013); using abglowhitelist containing all DNS resolvers. Thoutjte
mitigation seems feasible, it perpetually demanusugh DNS resolvers’ addresses to be collectedarshal.
(2013) proposed a solution which works by storitigoatgoing queries and incoming responses. Whanane
unmatched reply is received, a threat counter mergs until it reaches the risk threshold (admiatst-
specified) and generates attack alert. The pattetiching is based on TTL value; if a response tswithin the
given interval of time (e.g. 64 seconds) then thaddress is blocked. The problem with this iséelability for
large networks as it needs to store every DNS stquand replies.

Subsequently, an incentive-driven approach isirequand can be achieved through Network Behavior
Analysis (NBA) (Nitinet al., 2012).
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Fig. 3: Standard flow-based operation gtial., 2013).

NBA is utilized to tackle the issues that are ta@ked by customary approaches, such as interreathor
zero-day exploits. Technically, a benchmark of ralrmetwork activity must first be established oaeperiod
of time. Once certain parameters have been defasedormal, any departure from one or more of it is
considered to be suspicious @ial., 2013; Bhuyaret al., 2014). In terms of application, NetFlow and sflo
are widely regarded as ideal tools for flow-basealysis (Miltenburg and Veelenturf, 2015).

Flow-Based Analysis:

A flow is a unidirectional sequence of packetd 8izre the values of ingress interface, sourceéfddion
IP address and port number, protocol, and typeenfice. Other values that may be included are thekey
fields, i.e. durations, packets, bytes, and flokig. 3 shows the principle of a flow-based operatib typically
works by caching incoming packets in the flow cafitreaggregation purpose. The aggregated flowsteae
exported as flow records to a dedicated serveleol) for traffic analysis. Flow-based analysisniot a
replacement but rather an addition to the protaciigpported by aforesaid countermeasures (van ii®eij
etal., 2014).

A. Types of Analysis:
Flow-based analysis (l& al., 2013) can generally be categorized as:
» Network Monitoring: Provide information about rorgiswitches and is used for troubleshooting
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» Application Monitoring: Provide information aboupplication usage over a network and is used for
resource allocation

e Host Monitoring: Provide information about user linéition of network and is used for access
control/policy violation

» Accounting: Provide information about bandwidth gs@aver a network and is used for billing

* Network Security: Provide information about changesetwork behavior and is used to identify andesal

B. Analysis — Network Security:

The main advantage of flow-based analysis isédtsibility within high-speed networks since it slynp
relies on packet headers (Gollimg al., 2014). While lacking the actual payload, flowsbd analysis still
provides an adequate amount of timely informationrfetwork security purposes. Recent research appes
have concentrated more on the detection/mitigadfonetwork threats that are quantifiable via padieaders,
such as port scans, worms, botnets, and DDo®t &li. (2013) asserted that real-time analysis consephat
demand large storage space for the collector dueotstant update of new traffic, but a trade-offi dee
achieved depending on the selection of flow-baggdi@ation.

C. Fixed Flow vs. Flexible Flow:

As of today, there are two well-known types ofwflbased application; NetFlow (fixed) and sFlow
(flexible). NetFlow (Cheret al., 2015) is a feature on Cisco routers that caléows as it enters an interface,
while sFlow is a flow-based monitoring technologgvdloped by InMon Corporation (Afeg al., 2015). The
main difference between these two versions is lthe falues defined in both of them (see Fig. 4)tMaw is
in need of flexibility and extensibility (PattersoB013; Hofstedeet al., 2014). NetFlow records are rather
limited to the predefined flow values. In termsDifiS traffic analysis, the limitation is evidenceglthe lack of
DNS application data. These data consist of, bufimited to, DNS query ID, query type, query nameturn
code, and number of returned answers. sFlow permséss to add extended flow values that suitedatiadysis
goals (Gollinget al., 2014). Conversely, extended flow values mightagessarily increase the size of flow
records. However, not all DNS application dataramuired. As long as the optimally selected valigeg. DNS
query ID) fulfill the detection criterion, it wouldot excessively increase the size of flow recofgmart from
the flow values, NetFlow is highly subjected tolatimeout (Patterson, 2013; Hofstestlal., 2014).

Src & Dest. Port
P
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Fig. 4: Fixed-flow vs. Flexible-flow (Afacgt al., 2015).

The timeout value ranges from a minimum of 1 mentat a maximum of 60 minutes. Shorter timeout will
cause lots of short-lived flows exportations whdager timeout will cause high occupation of cachemory.
The cache size is modifiable on most Cisco high-enders up to 524,288 entries. sFlow permits users
choose between normal and immediate cache (Godling., 2014). Immediate cache enables flows to be
exported instantly based on certain flow valueg. (gort 53). If a flow is parsed and does not ntieetcriteria, it
is stored in the normal cache. Most of the flowdnshsesearches and analysis rely upon NetFlow sineas
formerly considered as a de-facto industry standadihas large community support back there(lal., 2013;
Hofstedeet al., 2014). Nowadays, sFlow is gaining consideraltiention due to its association with recent
technology like SDN and alternative flow recordptions (Afaget al., 2015).

D. Flow Records:

Naccache and Sauveron (2014) gathered real netinaffic exported as flow records, and consideréd 1
candidate attributes that correlate with protoab( DNS) anomalies. These attributes are TCP/UEEt 0
count per flow, TCP/UDP packet count per flow, ssidestination port variance for TCP/UDP traffiousce
IP address variance, and TCP/UDP traffic ratio. éftheless, a reduced number of attributes is @kferfor
resource efficiency as it would also be benefifdala lightweight detection approach. Comparatiy&gdreet
al. (2012) and Hoogestegetral. (2014) have previously parameterized the flovilattes that are considerably
affected during DDoS attacks. The authors utilizgdhple theoretical reasoning to label any possible
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fluctuations in the flow records. The reasoningthien forwarded to simple queuing model that stabes
performance of flow application. The attributes quise average flow duration, flow record creatiqres
second, average number of bytes per flow, and geermimber of packets per flow. However, time-series
analysis revealed that smaller computation timertsih timeout) of the attributes results in too mumise,
where the diurnal pattern is vaguely measurablecandist of many peaks that are not distinguishable

In relation, both Rossow (2014) and Zaalastkal. (2014) are among the current and closely related
researches in the detection of DNS amplificatiotackt via flow-based analysis. In details, Rosso@1®
focused on identifying and delivering lists of patial amplifiers by analyzing flow data obtainedrfr a large
European ISP. The author hypothesized that a sdgettwork shall receive huge sums of traffic frbiNS
servers while there is no request involved. Basedhe hypothesis, a pairflow for each client/sempair is
created. The amplifiers are defined by the numibeeceived bytes-per-pairflow, and ratio of sendl aeceived
bytes. The detection methods depend on fixed flegords and require a high threshold, where thestiotd
values are subjected to optimization and mainlyedelgs on different types of network traffic profilés.g.
enterprise-network or campus-network). Zaaleudl. (2014) focused on detecting and mitigating thdicizaus
traffic in DNS amplification attack by analyzingwilated flow data. The author further reviewed dtexisting
approaches and its lack of reactive action or aatech mechanism once an attack is detected. Thetidete
logic is based upon total number of packets pew #hmd average number of bytes per flow. Using fiked
records, the detection methods also require a thigdshold and an optimization, and it is a prootoficept
since there is no real network traces involved.

In all of these researches, the related analgsione after a predetermined cache timeout. Irr atbeds,
the related analysis require at least 5 to 10 raof aggregated flows before the traffic can erdgned as
benign or malicious. Hence, there is a delay indétection. The main issue with shorter timeouthi not
enough flow data is collected, thus resulting isuifficient and unreliable info. The reduction oh&out value
would as well raise inaccuracy or false positiviesaThen again, 5 to 10 minutes duration is cditdtiag the
concept of a near real-time environment. Empirgtatiies (Vitaliet al., 2012) advised that one minute is a good
compromise between reactivity and sensibility. Ebener the flow data is analyzed, the quicker tstsvark
threat is detected. In a comprehensive survey ob®Bttacks, Bhuyasat al. (2014) discussed that emphasis
should be given more to detection speed over acgeg. up to 90% accuracy for less than 1 minuteyder
to facilitate a practical flow-based anomaly mitiga within the DDoS defense mechanism.

Various efforts have been made by many researdhessder to put forward a flow-based solution that
would manage and alleviate DDoS attacks (Kretua., 2015). However, most of the researches haveséstu
on utilizing forwarding devices and using proprigtdhardware appliance as DDoS defense, where the
mitigations involved are traffic blocking and retimg. These solutions also require the implemeoatf
protocol like BGP for traffic diversion and the aslishment of tunnel like GRE for traffic forwardin
According to Nayanaet al. (2015), such intricacies within traditional netking indicate an absence of
autonomic properties (e.g. centralized control)ndee lacking the support for automatic attack hamgli
Therefore, a holistic-cum-automated mitigation egsis desired, and it is achievable via SDN.

SDN:

SDN is an emerging network architecture that amr&implify networking by decoupling the controbpks
from the underlying network devices/data planes(Kzet al., 2015). In principle, control planes are used to
decide the forwarding of packets, and data plaresised to forward those packets based on theiole¢jsath).

In SDN, control plane (controller) is realized incantralized server, while data plane (i.e. roateswitch)
becomes a simple forwarding device (see Fig. 5xofdingly, the separation of both planes allow more
programmability and flexibility in a sense that antoller can run various applications from difiere
programming languages, and streamline policy implaation or network reconfiguration in any forwangli
device despite its vendors or platforms (A&al., 2015; Kreut#t al., 2015).

SDN generally uses flow-tables (list of flow eas) to forward packets (see Fig. 6). Each entthérflow-
table has match-fields counters to retrieve pessfiper-table or per-packet statistics, and acttordecide how
to process the packets. If there is a match, tlokgis are processed based on the action assouiétethat
entries. Else, the packets are forwarded to th&ralters (Afaget al., 2015). Technically, there are two types of
security researches in SDN; securing SDN (analy#mgulnerabilities) and security-centric SDN fugiits
features for defensive reasons).

A. SDN Security Features:

SDN provides the following network security feawi(@faget al., 2015):

» Network Visibility: SDN controller has a network-gé view that allows it to make security decisioasdil
on the traffic seen in the entire network
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» Decoupled Planes: Network devices can focus moregoomarding, hence reducing overhead as no
processing decision needs to be made

e Security Applications: No hardware based solut®néeded as all logic is executed on the contrivllére
form of SDN applications

* Integrated Changes: No changes are required fohalhosts in the network as all the changes (ij are
done in the controller

» Traffic Steering: Since SDN controller has a netwatde view, it can selectively steer/drop malicou
traffic in an automated manner

B Controller
[] Programmable Switch
===0penFlow APl

Fig. 5: Standard SDN component (Krewtzal., 2015).
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Fig. 6: SDN flow-table (Laret al., 2014).

B. SDN Architecture:

As shown in Fig. 7, a typical SDN architecture sists of SDN applications, Northbound Interface)(NI
controllers (control plane), Southbound Interfa&),(and forwarding devices (data plane). NI dedfiribe
Application Program Interface (API) that enables ifiteraction between controllers and SDN appliceti(e.g.
REST), while S| defines the API that permits thenoaunication between controllers and forwarding dewi
(i.e. OpenFlow). One might confuse OpenFlow tohHsedame as NetFlow or sFlow for its name, but atiice,
they are primarily different. Technically, both R&iw and sFlow are flow-based monitoring technadsgi
while OpenFlow is a flow-based configuration tediogy (Hofstedeet al., 2014; Lareet al., 2014; Afaget al.,
2015). Thus, these two technologies are essentidlyired in order to have a pragmatic SDN archirec
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Fig. 7: SDN architecture (Afaet al., 2015).
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Table I: Countermeasures for Security Threats in OpenFletwiirks.

Measure Description
Access Control Provide strong authentication/autlation mechanism on devices
Event Filtering Allow/block certain types of evantbe handled by special devices
Flow Aggregation Coarse-grained rules to match ipielflows to prevent information disclosure and @Pattacks
Forensic Support Allow reliable storage of traceaaiwork activities to find the root causes offeliént problems
Intrusion Tolerance Enable control platforms tomtein correct operation despite intrusions
Shorter Timeouts Useful to reduce the impact oditsack that diverts traffic

As previously mentioned, SDN applications are lgumified with the controllers. In terms of netvko
security, the applications comprise both detectind mitigation logic due to the flow-based natuf&DN and
its central point of knowledge (Kreug al., 2015; Afaqet al., 2015). Table | summarizes a number of
countermeasures that can be applied to differarhehts of SDN architecture, depending on the OpsnFI
versions. Conventionally, some of these countermreasare already applicable to middleboxes (etgusion
Detection System) since they are commonly specigdgse devices and more robust (Bauer and Adamg)20
However, middleboxes deployment are also knownttieir challenges and criticism due to poor intécact
with higher layer protocols, apart from additiomalsts and complexities in network management (Saeth
Thakker, 2013). Though SDN is preferred, furtheesrch remains open for discussion.

Discussion:

Li et al. (2013) explored the primary flow-based detectidmetwork threats via Top N analysis. Top N
refers to a set of statistics distributed by flomakled router for detecting heavy-hitters or blgees. Basic Top
N data itself is not sufficient to comprehend coexphetwork security situations. Then againgtal. (2013)
pointed out that there is no silver bullet in netkveecurity. It is indicated that Top N analysisulbevidently
contribute to the countermeasures if it is combingith other perspectives of flow-based anomaly ci&ias
specified in Section I1I-D.

As discussed by (Bhuyaat al., 2014), a faster detection scheme adversely taffeocuracy. An offline
classifier normally ensures better performance @egh to a real-time detection, but accurately dietgall
attacks after interrupting the services are imprattOne cannot just store captured packets aatyzethem
later, clearly increasing the lag between the stéran attack and its subsequent detection. Allsphaof
detection need to run in a parallel manner. As eatl in Section IlI-B and Section III-C, most rteld
researches rely upon fixed flow records. Althouglehe timeout influences detection time, it is @ only
factor of delays. This is because fixed flow itsedfrestricted to give enough information for réale
detections. On top of delays, flow cache has eitpdize limits. In the event of an attack, the amioof
incoming traffic would rapidly intensify and lead tache exhaustion. Existing flows will not be estpd until
the timeout is reached, and new flows will not lzehed until the cache is cleared. This is consiier®
intrusive if the new flows consist of normal traffiHofstedeet al., 2013). Therefore, further research should
leverage the application of flexible flow instead.

A. Prospective Detection:

The importance of information in flexible flow wasitially a secondary discovery, but now it hagbe
primary finding for detecting/mitigating networkréats (Cheret al., 2015; Gollinget al., 2014). In the context
of cache timeout, immediate cache helps in achgwvan near-real time environment by expediting the
exportation process, and averting memory overldadthe context of flow values, the analysis works b
statistically observing the simulated data, andrisgcally choosing optimal DNS information that wd
fluctuate from the standardized frequencies of §ow

stination [Protocol _[info

68.10.12 DNs  standard query Ox0002 A test.com

68.10.11 DNs  standard query response 0x0002 A 172.168.10.12
68.10.12 DNS  Standard query Ox0003 AAAA test.com

68.10.11 DNs  standard query response 0x0003

o, [source =
33172.168.10.11 17.
34 172.168.10.12 17:

35172.168.10.11 17.

17:
17.
17:

1
1
1
36 172.168.10.12 1
37 172.168.10.11
38 172.168.10.12

168.10.12 DNS standard query Ox0004 PTR 12.10.168.172.1in-addr.arpa|
168.10.11 DNS___ standard query response 0x0004 PTR Test.com

2.
2.
2.
2.
2.
2.

Fig. 8: Benign DNS packet capture via Wireshark.

Mo. _lSource estination [Protocol _[info
T 247.193.164.15 227.213.154. 24DN5 __ Standard query response Ox67c5 A 62.116.143.18
2 247.193.164.15 227.213.154.24DNs  standard query response 0x9lef A 62.116.143.18
3 247.193.164.15 227.213.154.240Ns  standard query response 0x9462 A 62.116.143.18]
4 249.229.186.21 227.213.154.24DNs  standard query response OX67c5 A 62.116.143.18]
5 127.227.189.18 227.213.154.24DNs  standard query response OX67c5 A 62.116.143.1§
6 127.227.189.18 227.213.154.240Ns___standard query response Ox9lef A 62.116.143.18

Fig. 9: Malicious DNS packet capture via Wireshark.

To do so, a set of benign dataset must be redgratd served as a benchmark of normal networkitycti
(Santannat al., 2015). After a simulation of DNS amplificatiottack, both benign and malicious traffic are
then compared/analyzed for any departure from nbpar@meters. It is best to keep the number of @h@NS
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attribute to a minimum since it would also be baeff for a lightweight detection approach. Outtbé five
metrics (DNS query ID, query type, query name,mmettode, and number of returned answers), thedpptars
suitable to fulfill the requirement of being lightvght as only a single counter is needed. DNS Qil@ris
mainly used for tracking queries and responsesadb garticular queries, and the value ranges fraifmr@&ugh
65535 (Eastlake, 2013). As conjectured by (Rossil4), a targeted network shall receive huge suims o
traffic from DNS servers while there is no or miminmequest involved. Conventionally, this can benpated
through the ratio between received and sent biftéke ratio is larger than a threshold or equal®t then it
will be marked as suspicious. However, the compartat process can only be done after a predetedriaehe
timeout as shorter period will lead to deficientammes (false positives). In terms of Query ID,igarDNS
traffic should have equivalent Query ID for botheges and replies. Else, there is an attempt of DNS
amplification attack. Compared to conventional apghes, Query ID does not require excessive coltiputa
of flow values. Fig. 8 shows an example of benigwtraffic captured from simulated data, wheredoery
standard query (e.g. 0x0002 A test.com), therestadard query response that matches the tramsdg}j in

hex value, (e.g. 0x0002 A 172.168.10.12). While Bighows a snippet of malicious DNS traffic captufrom

a virtualized target, where multiple standard quesgponses with multiple occurrences, do not hase i
corresponding standard query.

B. Prospective Mitigation:

Traffic dropping or blocking is not a definitivelstion when handling attacks involving legitimatetwork
services like DNS protocol. This is because attecgenerally hide behind, for instance, recursiéSservers
or open resolvers, instead of generating the attzmkiselves.

PRI

Attacker

-~ : =RATE-LIMITED=

Target

Fig. 10: Ping-pong application (Zaalowk al., 2014).

These servers still serve for normal DNS operatidrere there are possibilities that a targeted/ort and
the servers having common DNS sessions (Rossow,) 281 this is also considered as intrusive ifficeffom
the servers are plainly blocked; preventing norBIS operation. Another potential rule action for &P
mitigations is to rate-limit the response receiatd targeted network (Bhuyahal., 2014). Rate-limit has in
fact been practiced by authoritative name servéiergvit also poses significant drawbacks (Vixie Sotryver,
2012). While it is not a definitive solution on ger-side, the option seems to be a reasonable agipron
client-side (targeted network) since it reduce dnglification effect while preserving normal DNSeoation.
One way to perform a rate-limit is by using the d?Pong application (Zaalouét al., 2014). As stated in
Section 11I-C, Zaaloulet al. (2014) is one of the current and closely relatsarches in the detection of DNS
amplification attack via flow-based analysis. Rigkdlly, it is also the only research that is curhgnising SDN
features for mitigating this type of attack (setudentric SDN). As stated in Section 1V-B, the ¢ypf
countermeasures listed on Table | are highly degieledon the version of OpenFlow. Zaalatlal. (2014) used
OpenFlow v1.0 since it is supported on major SDRticdlers (e.g. OpenDaylight, Floodlight, POX) caaned
to other versions (up to 1.5). However, v1.0 doesinclude rate-limit option so an alternative apgtion
(Ping-Pong) was implemented instead. Fig. 10 shihwestopology where one of the links between network
device A and B is configured to have a lower capabian it usually has, hence rate-limiting thekliBased on
Fig. 16, when an attack is detected, device A foiwahe malicious traffic to device B. Device B, igtis
instructed by a controller, will resend the maligotraffic back to device A over the rate-limitedkl Once
received, device A forwards the traffic normallyits intended destination. OpenFlow v1.3 providesten
tables which can be used to implement various Qp&ations, such as rate-limiting (Laeh al., 2014).
Additionally, malicious traffic could also be martkevith special labels, and forwarded by OpenFlowato
scrubber (e.g. Snort) for further analysis (Letral., 2014; Kreutt al., 2015).
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Conclusion:

Nowadays, where there is a need for network maziion, there is a need for innovative security. |
conjunction with IPv6 and loT, flow-based analysisd SDN are expected to promote a paradigm shift in
today’s rapid networks. This paper evaluated rdlatedies that foster further research to imprineeinterval
and accuracy of DNS amplification attack detectioa flow-based analysis, and the automation ofcétta
mitigation via SDN. Accordingly, the robustness detection/mitigation can be justified with real wetk
traces that vary in total volume sent, attack sesirqueries, AF, speed, and normal to abnormal. rati
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